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Today's Agenda

*Business Continuity, DR and Data Backup
*Business Costs of Data

<Historical Review of Backup Devices
*Recovery Point Objective and Recovery Time
*Tape vs. Disk

«Cost of Data Protection

*A Complete BDR Solution for Small to Medium Size
Businesses
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* What's the difference between business continuity planning, disaster
recovery planning, and back ups?

+ Business Continuity encompasses Disaster Recovery, Backups and
even business succession planning. It provides the strategy and
process involved to make sure your company survives the loss of key
individuals, data, equipment, or facilities.

« Disaster Recovery typically refers how companies recover from large
scale disasters, like an earthquake or the terrorist attacks such as that
on the World Trade Center.

« The basic building block of both is how you back up your data. On site,
off-site, frequency, total, incremental...

« Both business continuity plans and disaster recovery plans determine
how a company will keep functioning after a disruptive event until its
normal facilities and capabilities are restored. Ia

314

JS0 Technology LLC
TECHNOLOGY THAT ENABLES BUSIESS.




10/5/2009

Viruses  Disasters
% 3%

Hardware
0%

Human Error
2%

™~
- Nz

JS0 Technology LLC

TECHNOLOGY THAT ENABLES BUSINESS

450 Technology LLC

o o T T b

Disasters
3%

Hardware #),

Human Error

%),

% )

. w
"HSS%a ( |V 4
JS0 Technology LLC
TECHNOLOGY THAT EXABLES BUSIESS

! #$ BEW % () *$ +
, ) "8 % #(((
- ) * %'(( %' /0
! * 1, !
++
$ (0 o+ * )
! 2 + ++ " *$
3( 4, " $ "56 78 8
# + (s + "8
$ 3+ $ 4356 79 _+

S i )5 o
"4

JS0 Technology LLC

TECHNOLOGY THAT ENABLES BUSINESS




50 Technolegy LLC

Blu-ray disk
2 HD-DVD

Flash Drive

DvD

CD - RIRWY

Floppy Disk

L] Hard Disk

Magnetic Tape

Puneh Card

Timeline: Data Backup Storage
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The timeiine llustrates
the evaltion of storage
strategies for backups:

1t shavrs when this or that
storage device or technelogy
began/stopped to be Used
for backup purposes.
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Advantages Advantages of Disk
of Tape
More compact and
" light ht ths
Portability 9 E'av;e;?sk_ -
Low MTBF (mean ime between failure). Hard disk is invariably significantly more
Reliability reliable than tape. The only exception to this is that tape can in some instances

have better resistance to shock.

Random Access

No winding or seeking to find information. Within backup applications this

contributes to much faster backup and restore times. Hard disk access times are

typically 10 milliseconds whilst it can take minutes to seek the correct place on a
tape.

Whilsteach tape is specified to have only a fimited number of read/write cycles,

Long Life hard disks have virtually no limitation in this regard.
"As shown in the graph, hard disks seems (o be cheaper than equivalent tape

Price media. However this trend may not continue if new tape products are launched.

Raw data transfer rates tend to be superior, although the nterface via which the
Speed device is connected can tend to limit the transfer rate. With the advent of USB2

pee and SATA, the raw speed advantage of hard disk is confirmed.

Tnstant ability to Wiite over data, whereas tapes can require erase Cycles and re-

Rewritabilty v o . Y

tensioning.
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*The fundamental question is: What are your restore or recovery objectives? If
you're trying to pick the right backup solution and your business couldn't survive a
day or two without quick access to data you need to ask, how quickly can this
solution get my critical data back up and running if | suffer a failure?

«With disk storage the answer is, pretty quick. Unlike tape, which typically stores
data in a linear fashion, meaning you have to start at the beginning and run through
it until you find what you're looking for. Disk storage is more like a mirror, reflecting
every aspect of your system at once.

«All a tape does is store data, whereas the best disk-based software can take a
complete image of your OS, your settings and your applications. With a disk
solution, you don't have to search for media; you don't have to search for
applications. It is all right there. 2\5
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TAPE vs. NAS
Asignificant backup window is required to Thers is no backup window... your critical
Backup Window complete a full backup — time lost for access remain up and running.
to vital systems,
Systems are typically backed up every 24 Data snap shots take place every 15 minutes
Re covery Point hours. Are you ready to lose a day's worth of aboul the same length of ime as a coffee
work? break,
There's nothing automatic about restoring Recovary is as simple as a pushing faw
Re cove[y Time with tape. The process is time-consuming and buttons (or clieking a mouse). Systems are
labor intensive. restored In less than a half hour,
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The value of data varies significantly among industries, the size of the company and
even by an application within the same firm. The lost business opportunity due to a
website outage for a small law firm may be inconsequential. The cost to a company
such as Amazon, American Express, eBay or Visa may be on the order of several
million dollars per hour.

To determine the value of data, answer the following questions:
*Whatare the costs for lost data per hour for the applications that are being
protected?
*What are the costs for delayed processing (data not lost, although application
isn't running for some time) on a per hour basis?

The SLA metrics must be specified by the business application owners and should
include the recovery point objective (RPO) and the recovery time objective (RTO).
The RPO is the amount of data that may be lost, and the RTO is the amount of time
it takes to perform the recovery.
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*With tape, the estimated recovery time from a server crash is 16-40 hours leading
to costly business downtime. How much does one hour of downtime cost you?

*Repair downed server, purchase or acquire a new server
«If new server, install same OS and all applications

*Find tape backup that is exactly the same that will work with the new server
hardware

«Install the exact same tape back up software
*Restore the data using the exact tape chain required if incrementals are being

done. Any break in the chain could result in a failure and either data or emails may
be lost.
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JSO Complete Care BDR Backup & Replication Details
* AMicrosoft Storage Server (NAS) is required at each end-client location
« Backups are Performed at Block Level, not File-level
« Incremental Forever Methodology-near real-time backup (every 15 minutes).
« Security -256 AES Encryption on NAS and off-site
« Our solution allows for seamless, daily off-site storage, if this option is
selected.
« Data stored at two XO highly available, highly secure Data Centers in

Phoenix and Baltimore

™
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JSO Complete Care BDR Restore Details
« Easy restoration — remotely done by our engineers.

« NAS provides capability to perform bare metal restores to dissimilar
hardware with minimal downtime

« Allrestores-individual files, file folders, email messages, and Exchange
mailboxes can be restored by our engineers.

* The NAS comes with built-in virtualization software making it a stand-by
server. This allows a server which has failed to be restored on the NAS as a
virtual image giving you working server in less than 20 minutes (in most
cases after notification of an actual server crash) Backup of additional

servers can also continue at the same time. I’
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« Bare metal restore to dissimilar hardware- when new hardware/spares

arrive, the virtual image can be shutdown and the latest backup image can
be used to perform a bare metal install on the new hardware.

« Inthe event of catastrophe (such as a natural disaster or fire), a new NAS
that will be imaged at our collocation facility and sent out to you next-day
business air

« For security purposes, your data will never be hosted, only stored at the

collocation facility. It is encrypted without the encryption key, it won't be
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Maximum # Of Servers

Storage Space 400 GB 1TB 2TB
Bare Metal Restore

Single File Restore

Virtualization

24 x 7 Monitoring

Device Management

Rack Mount

Off-Site Backup

Off-Site Storage Included 30GB 60 GB 120 GB
All Services Included

Total $175/mo $275/ mo $525/ mo
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Replicate your Data From the BDR to our Co-Lo
Ability to Virtualize your Servers in Our Co-Lo in a Disater
Easy Disaster Recovery without a large upfront purc hase

Show Special, Get 3 months Free for signing up with our
service for at least 24 months
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